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This past March, more than 35,000 healthcare providers,  
health systems’ staff, and technology experts attended 
HIMSS 2013, the annual conference of the Healthcare  
Information and Management Systems Society (HIMSS).  
An industry leader for more than 50 years, HIMSS is a cause-
based, nonprofit organization designed to provide global 
leadership for the optimal use of information technology 
(IT) and management systems for the betterment  
of healthcare.  

Industry leaders from government, commercial payers,  
and more than 1,000 technology innovators engaged  
in debates, case studies, demonstrations, and dialogues 
aimed at solving some of  the most complex healthcare 
delivery problems facing our healthcare systems today. 

While this year’s HIMSS conference was  
extremely valuable, we, the Kareo team, noticed 
that the small medical practice was fairly  
underrepresented in the crowds. 

Since small medical practices constitute such a large  
portion of the nation’s healthcare delivery network,  
we made it our mission to provide our small practice  
customers and friends with Kareo perspectives on  
the six  hottest topics of HIMSS 2013: 

1. Diminishing EHR satisfaction and usability

2. Improving EHR usability

3. Patient engagement

4. Big data as a disruptive technology

5. Innovation

6. Beyond the device

On the following pages,  
you’ll find the latest thoughts and 

statistics on each of these topics + 
Kareo’s practical perspectives  

for your small practice.
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Survey results presented by AmericanEHR showed  
both increasing dissatisfaction with electronic health 
records (EHRs) and diminishing usability among physicians. 
The online survey, which was conducted between March 
2010 and December 2012, explored attitudes and opinions  
regarding nationally certified EHR use and satisfaction. 

A total of 4,279 responses were collected over the study 
period. Just under half of the respondents (1,899)  
represented primary care; 1,273 were from medical  
specialties. A full 71% of respondents belonged to practices 
of 10 physicians or less with 23% in solo practice. Data  
are collected and updated on www.AmericanEHR.com

•	 When	asked	if	they	would	recommend	their	 
current EHR to a colleague, 39% of the 2012  

respondents answered “no;” 38% would not 
purchase their EHR again.

•	 The	survey	revealed	a 15% increase in “very  
dissatisfied” users from 2010 to 2012.

•	 There	was	a	12%	increase	in	dissatisfaction	 

with features and functionality, and a  
14% increase in dissatisfaction with  
ease-of-use from 2010 to 2012. 

•	 There	was	a 10% increase in very dissatis-
fied users in terms of the ability to improve 
patient care from 2010 to 2012.

Results from the survey indicated that, for many, EHR’s 
promise to reduce workload and improve error rates and 
patient care has not materialized. Some respondents  
indicated that their EHR actually decreased productivity 
and markedly increased time to complete documentation.

A query related to patient care prompted this response 
from one survey participant: 

 A survey conducted by Black Book Rankings found similar 
results. Dubbed the “Year of the Great EHR Vendor Switch” 
by Fierce HealthIT, the survey indicated that up to 17% of 
physician practices plan to ditch their current electronic 
health record system. Unmet expectations in system 
features, implementation, deliverables, and client support 
issues were blamed for the dissatisfaction.

If these shortcomings aren’t successfully addressed, 
AmericanEHR concluded that, “clinician satisfaction and 
willingness to use systems will continue to decrease.”

Diminishing EHR Satisfaction and Usability#1Hot Topic

“The workflow is horrible! ‘Task’ 
has become a 4-letter word.”
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THE KAREO PERSPECTIVE 

A number of factors contribute to small practices’ growing dissatisfaction  
with their current EHRs. In many cases, the EHRs were originally devel-
oped to serve large healthcare organizations, and they are now being 
“force fit” into a small practice environment. It simply doesn’t work. 

As discussed further in the following section, in order to be effective,  
an EHR’s information architecture and functionality must reflect the  
mental models of the user’s workflow and tasks. An EHR designed without 
a deep understanding of how small practices operate, its objectives,  
and its patient needs is destined to fail a small practice.

And while it may seem that loading a legacy EHR design with feature  
upon feature will address the issue, it only complicates matters. New  
features that don’t integrate effectively into the prior design result in  
a clunky and unnatural user experience.

	 u  THE SOLUTION

An EHR that marries innovative design to a deep  
understanding of the small practice, thereby  
enabling a seamless and efficient integration into  
the existing workflow. 



HIMSS 2013: A Small Practice Point of View

www.kareo.com4

There is increased disillusionment and frustration among 
healthcare IT users—workflow is the number one EHR  
usability pain point in the majority of EHR usage models. 
And it’s no wonder—poor usability can contribute to  
medical errors affecting patient safety.

Nancy Staggers, professor of informatics at the University  
of Maryland, and Lorraine Chapman, director of user  
experience research at Macadamian, identified a number  
of myths that impact the usability of EHRs, and then  
explained the actual realities.

Myth:  Clinicians are uncomfortable with technology. 
They just need more training.

Reality: Users hate healthcare IT that interrupts their 
workflow. The information architecture and 
functionality of an EHR should reflect the mental 
models of a clinician’s workflow and tasks.

 An EHR that fits the way healthcare providers 
think and work does the following: 

•	 Offers	a	“big	picture”	of	the	patient	

•	 Offers	effective	support	for	transitions	 
in care 

•	 Is	able	to	effectively	integrate	information	

•	 Identifies	trends	across	applications,	 
medications, and pain scales

Myth:  The technology solution with the most features  
is the best.

Reality: Features must align with the needs and workflow 
of users. Feature overload doesn’t equate to 
increased productivity or improved patient care. 

Myth:  If they like it on the desktop, they’ll love it  
on a mobile device.

Reality: Context and tasks matter. Both the goals and 
needs of the clinician, as well as the context in 
which he or she is working, differ from mobile 
device to desktop. A successful EHR identifies 
the relevant tasks on both and delivers what  
is needed.

Myth:  Meaningful Use Stage 2 is another year away.

Reality: Start preparing now. Provider requirements  
for late 2013 and attestation in 2014 include:

•	 Education. Use clinically relevant infor-
mation from Certified EHR technology  
to identify patient-specific education  
resources, and provide those resources  
to patients; 10% minimum applies.

•	 Reminders. Use clinically relevant informa-
tion to identify patients who should receive 
reminders for preventive or follow-up care.

•	 Secure messaging. Use secure electronic 
messaging to communicate with patients  
on relevant health information for 5%.

•	 Patients to view record. >5 % of patients 
view, download, or transmit their records.

Improving EHR Usability#2Hot Topic
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THE KAREO PERSPECTIVE 

The success of an EHR in a small practice hinges on how seamless and  
productive the user experience is. Technology that intuitively accom-
modates clinical needs without derailing provider workflow is the most 
advantageous and valuable. The most usable technology should  
incorporate the following imperatives:

•	 The	EHR	must	be	highly	efficient,	easy	to	use	for	the	most	 
common workflows, and include built-in flexibility to enable  
the many variations of an average workflow. The solution should 
allow a single workflow to be addressed by multiple people in  
the practice who are acting together via multiple paths within 
the application. It must also be flexible enough to enables a  
person who wears multiple hats to accomplish an entire work-
flow from start to finish. 

•	 Design	for	mobile	from	the	start.	Some	of	the	design	and	 
engineering considerations that need to be made early in  
the development process include data and content portability, 
screen design and layout, and use of touch versus the mouse. 
There is an art to developing software tools that interface 
across	technology	environments.	Don’t	be	fooled	by	solutions	
that target the primary user experience on a PC and then retro-
fit it for mobile devices. The most effective EHR technology 
harnesses the power and features inherent in all environments, 
and enables users to select their device of choice—desktop or 
iPad—to accomplish the same things.

•	 The	EHR	must	enable	“heads-up	medicine.”	A	term	shared	with	
us by a customers, “heads-up medicine” is another aspect that 
elevates technology development to an art, as well as a science. 
It involves knowing when to display the right information and 
anticipating the actions a clinical staff will take. It then enables a 
variety of actions to be accomplished by a simple gesture, finger 
swipe, or click rather than diverting a clinical staff’s attention by 
requiring complex navigation, keystrokes, spelling, and editing.
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Patient engagement requirements are driven by patient 
demand and federal mandates for meaningful use, and are 
expected to expand. To help foster increased engagement, 
patient portals have become a top priority for providers.

Key benefits of a patient portal include:

•	 Improved	practice	efficiency

•	 Movement	of	the	provider-patient	relationship	 
from episodic to ongoing

•	 Improved	documentation	and	decreased	liability

•	 Improved	patient	satisfaction	and	retention

•	 Fulfillment	of	ACO	and		medical		home	 
requirements

•	 Contribution	to	improved	population	health	and	
cost reductions from wellness and adherence

Eric Manley, eHealth system manager at the Mayo Clinic, 
and	Dr.	Simeon	Schwartz,	president	and	CEO	of	Westmed	
Medical Group in New York, discussed best practices for 
successful patient engagement. Key points included:

•	 Remember	that	we	are	now	in	an	era	in	which	 
patient care is no longer “visit centric.”

•	 Engagement	must	be	meaningful,	and	 
engage patients where and when it is  
convenient for them.

•	 Simply	providing	services	such	as	a	patient	 
portal and reminders won’t cut it. 

•	 Services	such	as	messaging	must	be	a	part	of	
your practice and not looked at as a separate, 
second, or third option for communicating  
to patients.

Patient Engagement:  
Satisfying Meaningful Use Stage 2 Objectives#3Hot Topic

“The blockbuster drug of the century is an engaged patient.”
—Eric Topol, MD 

HIMSS Keynote; West Endowed Chair of Innovative Medicine, Scripps Health;  
Professor of Genomics, The Scripps Research Institute; and Cardiologist

October 3

Last day to begin 
90-day reporting 
period for Stage 1 

December	31

Reporting year  
ends for Stage 1 

January 1

Reporting period 
begins for 2014. 
Stage 2 begins 

 

February 28

Last day to register 
and attest to receive 

incentive payment 
for 2013 for Stage 1 

October 3

Last day to begin 
90-day reporting 

period for 2014 

December	31

Reporting year ends

COUNTDOWN!		MEDICARE	EHR	INCENTIVES	FOR	ELIGIBLE	PROFESSIONALS

    2013     2014    
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The	Business	Case	for	Implementing	a	Patient- 
Centered Communication Strategy 
By Dave Chase, Founder of Avado and Jonathan Wald, 
M.D., M.P.H.

In 2011, The Institute for Patient- and Family- 
Centered Care issued the following Four  
Concepts of Engagement:

1.   Dignity and Respect. Patient and family 
member perspectives are honored; beliefs, 
priorities, and cultural backgrounds are 
routinely elicited and incorporated into 
planning and care.

2. Information Sharing.  Patients and family 
members receive unbiased information in 
a manner that is both comprehensive and 
comprehensible; information exchange is 
bilateral, reflecting the mutually beneficial 
knowledge of all participants.

3. Participation. Patients and family members 
are empowered to participate in decision 
making at the level they choose and to  
engage actively in self care to the extent 
that they are able. 

4. Collaboration. Patient and family members 
are invited to participate in institutional 
planning, in program and policy develop-
ment, in professional education, and in 
evaluation of services.

www.kareo.com

THE KAREO PERSPECTIVE 

The small practice is known for close relation-
ships with patients and their families, often 
times over the course of many years, creating 
an ongoing, long-term engagement and relation-
ship model.

As part of an overall engagement strategy,  
small practices can leverage their websites and  
secure patient portals to create a “virtual side” 
of the medical practice. A great first step is to 
offer ways for patients to request appointments  
or ask simple questions of billing and clinical 
staff. Leveraging an EHR-based patient portal  
extends patient engagement to the clinical 
side by giving patients online access to their 
medical information. This step begins to open 
transparency and enables the patient-physician 
relationship to go to a whole new level; one that 
creates more informed patients and extends 
the influence of the provider beyond the face-
to-face visits. 

The structure and functionality of patient  
portals will continue to evolve as both  
sides see the value and power of  
these “unscheduled” interactions.  
Portals will also offer opportunities  
for the patient to provide direct  
feedback to the practice and  
interact in new ways. 
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Gregory Veltri, CIO of Denver Health, and Mical DeBrow, 
Ph.D., R.N., Siemens Clinical Strategic Consulting, asked the 
HIMSS audience, “Are you ready for the data avalanche?” 

“Big data” is a collection of data sets so large and complex  
that it is difficult to process it with standard database  
management tools. The goal of data management is to  
effectively collect this data, and to turn it first into knowl-
edge, and then into action. Healthcare data strives to  
ultimately predict the behavior of the healthcare system 
and its consumers.

The need for reliable and accurate data is clear:

•	 Data	quality	is	vitally	important	to	the	success	 
of any healthcare organization—large and small.

•	 Most	people	don’t	check	that	data	is	complete	
and accurate before sharing it.

•	 Most	people	don’t	seek	to	understand	what	 
the data means.

•	 Poor	data	quality	can	potentially	incur	a	variety	
of costs and risks. 

Technology alone is not enough to facilitate  
the robust and effective management of data.  
A shift in how data is perceived and managed  
is required. 

First steps toward that shift include: 

•	 Defining	measures in a data dictionary

•	 Collecting	data	in	a	master	data	repository	that	
contains at least those data attributes and values 
that are required to make informed decisions

•	 Measuring	and	analyzing	the	data

•	 Using	predictive	analytics	to	generate	meaning-
ful and actionable insights   

Big Data as a Disruptive Technology#4Hot Topic

“The data avalanche is here.”

©
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THE KAREO PERSPECTIVE 

A small practice often sees the same patient over the course of many 
years, and therefore is able to build a robust set of longitudinal data. In 
fact, most single patients amass multiple medical record charts labeled  
as volume 1, 2, 3, etc. The amount of clinical information contained in 
those volumes is staggering, but key values can be lost over time if they’re  
charted only in rudimentary logs and facesheets.

If you multiply single-patient data points across a particular cohort within 
a practice, and then extend the points throughout a community, a region, 
or even a nation, those small-data points will aggregate to huge stores  
of “big data.” These kind of aggregated data point to best practices and 
outcomes, and can assist all the providers in a community or field of  
practice. It can improve cost effectiveness for both simple and complex 
treatments, and identify previously unseen risks by pooling data and  
identifying patterns related to subtle adverse events.

u		THE	SECRET	TO	MAKING	BIG	DATA	USEFUL	IN	YOUR	PRACTICE	

The key to making big data useful in small practices lies in the ability of 
technology to present data in a meaningful way to the people who need 
that information. Consider the analogy of charting blood pressure  
readings over time within a comparative graph of weight over time.  
A patient may be able to see the trend—weight gain and worsening blood 
pressure	readings.	But	a	healthcare	provider	can	see	the	clinical	relation-
ship between the two events and make actionable care recommendations 
based upon the data. Applying this kind of analysis to hugely complex, 
chronic conditions and treatments across millions of patients will enable 
providers to derive insights for treatment effectiveness and to more  
accurately predict care situations.

It is also critical to recognize the importance of making data capture easy. 
Given	the	right	tools,	important	clinical	information	can	be	entered	at	the	
point of care without disrupting the patient-physician experience. Mobile 
technologies, iPads, wellness tracking devices, and the newer generation 
EHRs have introduced intuitive tools to capture codified and disambigu-
ated data. Instead of having a silo of diagnostic data and a silo of thera-
peutic data, all data is combined and linked in clinically actionable ways. 
That these innovations are not reserved solely for huge enterprise health 
systems, but instead are readily available in the palms of care providers’ 
hands makes big data useful for small practices everywhere.
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According to Rick Krohn, communications expert, president 
of HealthSense,  and David Metcalf, Ph.D., director, Mixed 
Emerging Technology Integration Lab, two-and-a-half years 
ago, mobile heath (mHealth) was nowhere. Today, there is 
an entire business ecosystem helping doctors and patients 
become more efficient and more accountable for care.

The mHealth universe is expanding into a system that  
includes devices and applications that enable patients  
to monitor their health and stay in contact with their  
physicians. As a result patients can be more accountable 
for their care and become better caregivers. 

The device in mHealth is critical—it facilitates a user’s  
ability to schedule an appointment, receive text alerts 
about disasters or crises, conduct online visits with his or 
her physician, and in some cases, pay for visits with airtime. 

Key areas that are already benefitting from mHealth include:

•	 Retail. mHealth offers consumers the ability  
to obtain free and affordable solutions—from 
apps to wearable gear. Many of these apps are 
specifically designed to help all stakeholders 
become more accountable for patient care.

•	 Payments. Mobile commerce, such as Mpeso,  
enables people to purchase healthcare services, 
some with airtime—a valuable benefit for people 
who don’t have bank accounts.

•	 Emerging markets. Mobile solutions provide 
rural areas with greater access via wireless  
connectivity and less-costly phone devices. 

•	 Big	data,	big	information. Armed with the ability 
to access real-time information, the healthcare 
industry can more quickly identify population 
health crises and intervene ASAP.  

The industry faces three main challenges: 

1. Fee-for-service as  a reimbursement model  
for mHealth is still in development.

2. Vendors must strategically handle security  
issues with encryption. Confidential data is  
in the air and 40% of mobile device breeches  
are related to loss and theft. 

3. There will always be regulatory compliance around 
FDA, HIPPA, and CMS.  

To overcome these hurdles, it is critical that all aspects  
of the industry work collaboratively.

Innovation:  
A Look at mHealth’s Moving Target#5Hot Topic

mHealth =  the delivery of health-
care services via mobile 
communications devices 
with an ecosystem of 
sensors, applications,  
knowledge acquisition, 
storage, and analysis 
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THE KAREO PERSPECTIVE 

The exciting thing about mobile technology is how it can help the two 
most important stakeholders in healthcare—the patient and the  
provider (especially in small practices with fewer resources). When 
executed successfully, patients will benefit as more and more  
doctors trade in their desktops for mobile devices. Likewise,  
the prevalence of mobile access by patients will expand their  

opportunities to communicate and actively engage with the people  
who are helping them heal or prevent illness.  

Kareo has adopted a “heads-up medicine” approach with the belief  
that through these mHealth technologies, providers and patients can  
literally and figuratively maintain eye contact while leveraging technology 
to supplement and document their interactions. 

The two biggest looming obstacles for mHealth and the expanded virtual 
patient-physician interaction are security and privacy. Kareo addresses 
the security and privacy concerns inherent in cloud-technology by  
maintaining compliance with the HIPAA Security and Privacy Rules and  
by providing our clients with the tools they need to meet their individual 
compliance goals. 

Kareo protects the integrity, security, and privacy of your data in three 
operational states: 

•	 At	rest.	Data	is	encrypted	and	maintained	in	a	physically	 
secure data center with offsite replication for redundancy  
and durability. 

•	 In	use.	Firewalls,	intrusion	detection	devices,	and	access	 
control lists ensure data access is tightly controlled and  
monitored.

•	 In	motion.	Data	coming	in	and	out	of	our	application	 
utilizes transport-layer security to prevent hacking  
(a.k.a. “man-in-the-middle attacks”) while in transit.

Even with the security and privacy provisions, mHealth and interoperable 
technology systems will aid our evolution to better care, more-efficient 
care, and more sustainable care models.
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When	it	comes	to	adopting	a	mobile	strategy	in	healthcare,	
there are several components and questions to consider:

•	 The IT backbone. Do you need to increase  
the number of servers based on increased  
users on the network?

•	 Choosing a device.	Which	laptops,	tablets,	or	
mobile phones will best serve users and patients? 

•	 Security measures. Do you have the ability  
to delete information if a device containing  
important confidential data is stolen? To  
avoid breeches, it is essential to have a remote  
wipe capability that includes mobile device  
management and security training for users. 

•	 Content on the devices. From EHR apps to  
voice recognition technology, what content  
is needed for more efficiency and compliance?

•	 Business	objectives.	What	are	your	overall	 
business objectives, how can mobile  enable 
both more-efficient care and more business?

Research shows that more than 40% of people in the 
healthcare workplace use a personal device without their 
IT	department’s	knowledge.	What’s	more	alarming	is	that	
70% of mobile device users in healthcare have not received 
security training. From a security and IT management  
perspective this is problematic. 

Beyond the Device#6Hot Topic

“We will never go back in time when it comes to mobility. Innovation around 
devices, apps, security is ever evolving—mobile is the new desktop.”

—Neal Campbell 
Chief Marketing Officer, CDW 

More	Devices
•	 80%	of	doctors	use	mobile	devices;	 

40–50% of doctors use tablets 
 (Source: mHIMSS)

•	 Nearly	80%	of	consumers	want	their	doctors	 
to use mobile health

 (Source: mHIMSS)

More Apps
•	 44	billion	mobile	app	downloads	by	2016
 (Source: ABI)

•	 13,619	mobile	healthcare	apps	as	of	April	2012
 (Source: mHIMSS)

•	 66%	of	healthcare	professionals	prefer	 
to download individual apps over  
employer-provided packages

	 (Source:	CDW	survey)

More	Developers
•	 55,000	application	developers	are	listed	 

at the Apple App Store
 (Source: TechnologyTell.com)

•	 Mobile	applications	are	outpacing	native	 
PC applications 4 to 1

 (Source: Forbes) 

*Data compiled by CDW

MOBILITY	IN	BRIEF*
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THE KAREO PERSPECTIVE

According	to	the	Ponemon	Institute	(December	
2012), the vast majority of data exposure issues 
in healthcare occur during the local storage of 
data, both electronic and paper. 

Currently, small practices are exposed to data 
risks and seldom have the capabilities to  
manage	these	risks	themselves.	By	adopting	a	
cloud-based solution, small practices can take 
advantage of enterprise-class data protection 
and security at an affordable price. This class of 
security exponentially exceeds the false sense 
of security created by the sight of a closed chart 
room door in a doctor’s office.

u		HOW	DOES	IT	WORK? 

In cloud-based applications, all devices access 
a common infrastructure—all that’s needed 
is a mobile device and a wireless network. For 
access	anywhere,	a	3G	or	4G	wireless	connec-
tion and an iPad or iPhone is your best choice. 
For solely in-office use, a Wi-Fi access point and 
device is all that you need. No special server or 
additional software is required in most cases, 
aside from the vendor’s app, which is available  
in an app store designed for the device.

•	 Cloud	Security 
Since all mobile devices are at risk of theft 
or misplacement, all healthcare apps 
should offer added protection such as  
required logins, remote wipe capabilities, 
and encrypted storage for resident PHI. 
Kareo’s cloud-based app solutions include 
state-of-the-art, HIPAA compliant data 
protection technologies, processes, and 
controls that combined create a far more 
secure environment than legacy options. 
Small practices no longer need to manage 
PHI on their own infrastructure or manage 
local servers and data backup in the office.

•	 Mobile	Brings	More	Efficiency 
In addition to its cost and security benefits, 
the cloud and mobile-based environment 
offers physicians increased efficiency—
particularly during patient care. Users are 
significantly less distracted when reviewing 
data via a mobile device, such as an iPad, 
thanks to the device’s physical size and its 
easy touch navigation. Kareo’s technology 
is driven by a knowledge base designed to 
anticipate user needs and respond with 
simple-to-understand and easy-to-use 
pick lists. Kareo users are thereby enabled 
to  practice “heads-up medicine”—the  
ability to retain a focus on the patient while 
making simple gestures on the device that 
select data for chart notations. As a  
result, typing requirements are  
reduced, patient-doctor  
interactions are  
enhanced, and  
patient care  
is improved.



ABOUT	KAREO

Kareo is the only cloud-based medical office software and  
services platform dedicated to small practices. At Kareo, we  
believe that, with the right tools and support, small practices 
can	do	big	things.	We	offer	an	integrated	suite	of	products	and	

services designed to help small practice physicians get paid faster, 
run their business smarter, and provide better care. Our Practice 

Management software, Billing Services, and free, full-featured EHR 
help more than 17,000 medical providers more efficiently manage 

the business and clinical sides of their practices. Based in Irvine, 
California, Kareo’s mission is to help providers spend their time 

focused on patients, not paperwork. 

For more information, visit www.kareo.com.

111 Academy, Suite 250  
Irvine, CA 92618

(888)	775-2736	•	www.kareo.com
© 2013 Kareo, Inc.


