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(Billing Company Letterhead)
Billing Office Name

Street Address

City, State, Zip Code

Tax ID: (tax ID)

RE: Software Vendor Move Request 
Dear Gateway EDI Enrollment Department: 

We are requesting Gateway EDI to please move our data from our current software vendor, <current vendor name> and <site #> to Kareo’s software. 

Please ensure the move is made effective immediately. 

Accompanying this letter, we are including the signed Business Associates Obligations Agreement. 

Thank you, 

___________________________ 

Signature/ Title 

___________________________ 

Print Name 

___________________________ 

Date 

_____

Att: Business Associates Obligations Agreement
September 26, 2006
Attn: 
Re:
Business Associate Obligations


Dear :
As you may know, the U.S. Department of Health and Human Services (“HHS”) recently enacted regulations (the “Regulations”) under the Administrative Simplification provisions of the Health Insurance Portability and Accountability Act of 1996 (the “Act”) (the Act and the Regulations sometimes referred to collectively as “HIPAA”) which require health care providers, health plans and health care clearinghouses (individually, “Covered Entity” and collectively, “Covered Entities”) to maintain the privacy/confidentiality of the individually identifiable health information (“Protected Health Information” or “PHI”) which they receive or obtain from their patients or covered persons or which they review or create for their patients or covered persons.  These same regulations also requires Covered Entities to obtain written assurance from those businesses with which they contract to assist them in connection with certain aspects of their operations and to which they disclose PHI (“Business Associates”), if any, that such Business Associates will maintain the privacy/confidentiality of any PHI provided to them by the Covered Entities and otherwise comply with the requirements of HIPAA applicable to Business Associates in connection with their use and handling of such PHI.

Like most of our clients, you are a health care provider, as defined by HIPAA.  As a result, you are also a Covered Entity, as defined by HIPAA.  Pursuant to the terms of our existing agreement (“Agreement”), you have retained us to provide clearinghouse services for you (“Services”).  In connection with our provision of these Services for you, we receive or obtain PHI from you or review or create PHI for you.  As a result, we are your Business Associate.

Given this fact, in order for us to provide clearinghouse services for you, we need to provide you with assurance that we will comply with the requirements of HIPAA applicable to Business Associates.  Further, in order to assist us in our compliance with these obligations, we need assurance from you that you will comply with HIPAA, to the extent that such compliance affects our: (i) ability to perform the Services for you; and/or (ii) ability to meet our obligations to you as outlined in this letter.

Through this letter we hope to outline our commitment to complying with the requirements of HIPAA applicable to Business Associates and the steps we are taking in furtherance of that commitment.  We also hope to obtain from you a commitment to take the steps necessary for you to assist us in our compliance effort.

1.  Our Commitment.  We agree that we will comply with the requirements of HIPAA applicable to Business Associates, including the following obligations:


(a) Use and Disclosure of PHI.  We agree that we will not use or disclose your PHI other than to perform Services for you, as otherwise expressly permitted by the terms of this letter, or as required or permitted by law; provided, however, that we may use and disclose your PHI: (i) to manage and administer our business; (ii) to perform data aggregation services for you and our other clients; and (iii) to create de-identified information, subject to the requirements of HIPAA regarding the de-identification of information.  We agree to comply with any and all restrictions on the use of your PHI requested by one of your patients, agreed to by you and communicated to us by you; provided, however, that in the event that we are unable or unwilling to comply with any such restriction, we will notify you of such fact, in writing, and, upon your receipt of that notice, we will be relieved of any and all further obligation to perform Services for you in connection with that patient, provided that we return to you or destroy any PHI we have in our possession or control regarding that patient.     


(b) Safeguards.  We represent and warrant that we will develop and implement appropriate safeguards to prevent the use or disclosure of your PHI for purposes other than as set forth in this letter.  We will provide to you, upon your request, such information concerning such safeguards as you may request.


(c) Accounting of Disclosures.  In fulfillment of our obligations under 45 CFR 164.528, we will maintain a record of all disclosures of your PHI made for reasons other than the provision of the Services and will provide the following information regarding any such disclosure to you or to the patient whose PHI was disclosed, upon your request:


(i)
The date of such disclosure;

(ii) 
The name and, if known, the address of the recipient of such PHI;

(iii)
A copy of the request for disclosure, if any, accompanied by any necessary consents or authorizations;

(iv)
A brief description of the PHI disclosed; and


(v)
A statement of the purpose of the disclosure.

We agree to notify you immediately upon discovery of any unauthorized disclosure of your PHI.


(d) Disclosures to Workforce and/or Third Parties.  We agree to require our employees, agents and independent contractors (“Workforce”) to adhere to the restrictions and conditions regarding your PHI contained in this Section, including, without limitation, the following:


(i)
We agree not to disclose your PHI to any member of our Workforce, unless we have advised such person of our obligations under this Section and the consequences of a violation of these obligations.  We agree to take disciplinary action against any member of our Workforce that uses or discloses your PHI in violation of this Section.


(ii)
We will not disclose your PHI to any third party without first obtaining your written approval and without first obtaining the written agreement of such third party to be bound by the requirements of this letter for the express benefit of both of us.


(iii)
Any use of your PHI by our Workforce or disclosure of your PHI to our Workforce or to third parties will be limited to the minimum amount of your PHI necessary to achieve the purpose for such use or disclosure.

(e) Access to Records by Subject of Records.  We agree to notify you immediately in the event we receive a request from one of your patients, or such patient’s legal representative, to review any records we received from you regarding such patient.  In fulfillment of our obligations under 45 CFR 164.524, we agree to make available to you, or at your request, to the patient or the patient’s legal representative, for their review, any PHI we received from you regarding such patient.

(f) Amendment to PHI.  We agree to notify you immediately in the event we receive a request from one of your patients to amend or otherwise modify any PHI we received from you regarding such patient.  In fulfillment of our obligations under 45 CFR 164.526, we agree that, at your request, we will make any amendments to any PHI we received from you regarding one of your patients.  


(g) Government Access to Records.  We agree to make out policies, books and records relating to the use and disclosure of PHI, in general, and your PHI, in particular, available to the Secretary of the U.S. Department of Health and Human Services or his or her designee for the purpose of determining whether you are in compliance with HIPAA.

(h) Disposition of Records upon Termination.  We agree to return to you or otherwise destroy any PHI in our possession or control provided by you upon the expiration or termination of the Agreement.  If such return or destruction of records is not feasible, we will continue to extend the protections outlined in this letter to such PHI and limit any further use of such PHI to those purposes that made the return or destruction of such PHI infeasible.

2.  Your Obligations.  You agree as follows:

(a) Privacy Notice.  You will provide each of your patients with a Notice of Privacy Practices (“Privacy Notice”).  The Privacy Notice shall identify the potential uses and disclosures of
 the patient’s PHI that you may make, including, without limitation, the use of such PHI for billing and collection activities and the disclosure of such PHI to a health care clearinghouse in connection with such billing and collection activities.  You will use your good faith efforts to have each patient acknowledge, in writing, his or her receipt and review of the Privacy Notice.

(b) Notification of Restrictions on Use of PHI.  You will notify us, immediately, of any restrictions on the use of any of your PHI requested by one of your patients and agreed to by you.  You will provide us with sufficient information regarding any such restriction to enable us to determine whether we are able or willing to comply with such restriction.

(c) Notification of Disclosure of PHI to Patient.  You will notify us immediately in the event you desire us to disclose any PHI we received from you regarding one of your patients to the patient or the patient’s legal representative.

(d) Notification of Amendment to PHI.  You will notify us, immediately, in the event you desire us to amend or otherwise modify any PHI we received from you regarding one of your patients.


In order to comply with HIPAA, our obligations to each other under this letter will commence on April 14, 2003 and will continue until such time as the Agreement expires or is terminated.  Notwithstanding the foregoing, in the event of a material violation by either of us of our obligations under this letter, the other has the right to terminate the Agreement immediately, provided that the one of us that violated such obligations has been notified of such violation, in writing, and has not remedied such violation within thirty (30) days after its receipt of such notice.  Notwithstanding anything to the contrary contained in this letter, each of our right to terminate the Agreement in the event of a violation by the other of its obligations under this letter is each of our sole and exclusive remedy in the event of such violation and in no event will either of us be liable to other for damages of any kind, including, without limitation, compensatory damages, incidental damages, consequential damages or punitive damages, alleged to have resulted from such violation.

We agree that there are no intended third party beneficiaries of our obligations under this letter.  Without in any way limiting the foregoing, it is our intent that nothing contained in this letter give rise to any right or cause of action, contractual or otherwise, in or on behalf of any patient whose PHI is used or disclosed pursuant to this letter or any person who qualifies as a personal representative of such patient.  

We also agree that you are  responsible for the completeness and accuracy of all information and data generated through the Gateway EDI claims processing system and you  acknowledges that Gateway EDI has had no input with respect to such information and data.  Accordingly, you agree to indemnify and hold Gateway EDI and its officers, employees and agents harmless from and against any liability, loss, damage, claim or expense (including attorneys' fees) arising out of the services provided by Gateway EDI hereunder, except to the extent any of the foregoing result directly from Gateway EDI's gross negligence or willful misconduct.
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In order to make the terms outlined on this letter binding on both of us and thereby meet our obligations under HIPAA, you need to sign this letter where indicated below and fax it back to Ike Yancey at 314-961-5060.









Gateway EDI, Inc.

____________________________

ACCEPTED and AGREED this __ day of
Jim Bettendorf, Privacy Officer

_______________, 20___:

By:___________________________________

Printed:_______________________________

Title:_________________________________
Software Vendor Move Request - Gateway
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